SO TAINGUYEN VA MOI TRUONG CONG HOA XA HQI CHU NGHIA VIET NAM
TINH BINH DUONG Poc 14p - Tw do - Hanh phic
TRUNG TAM CONG NGHE THONG TIN -
LUU TRU TAINGUYEN VA MOI TRUONG

$6ACH/TB-TTNTTLT Bk Ditong, seddlltineM nam 3093

THONG BAO
V/v moi don vi bao gia dy an “Nang cip, va 16i
phin mém hé théng quan 1y lwu trir”

Can cir Luat Dau thau s6 43/2013/QH13 ngay 26 thang 11 nam 2013;

Cin cir Nghi dinh s6 63/2014/ND-CP ngay 26 thang 06 ndm 2014 cia
Chinh pht quy dinh chi tict thi hanh mét so di€u cua Luat dau thau ve lya chon
nha thau;

Can ctr Cong van s6 1307/UBND-KT ngay 24 thang 03 nam 2023 ctia UBND
tinh vé viéc cha truong thuc hién du 4n phuc vu hoat dong nganh tai nguyén va moi
trudng;

Hién nay, Trung tam Céng ngh¢ thong tin — Luu trit tai nguyén va moi
truong c6 nhu cau bao gia cho du 4n “Nang cip, va 16i phin mém hé thdng quan
Iy Twu trir”, cu thé nhu sau:

1. Tén du an: “Néang cép, va 16i phan mém hé théng quan Iy luu trir”.

2. Noi dung: Theo phu luc dinh kém.

3. Thoi gian thuce hién: 01 thang,

4. Ngudn vén: Kinh phi khong thuong xuyén nam 2023 cua Trung tdm cdng
nghé thong tin - Luu trit tai nguyén va moi truong

Dé nghi céc don vi ¢6 di ning luc va dap ung cac yéu cau cta dy 4n néu
trén, c6 nhu cau tham gia vui long gtri bao gia vé Trung tim Cong nghé thong tin
— Luu trlr tai nguyen va moi trudng cham nhét vao lic 17 git 00 phut ngay /
30/11/2023 dé duoc tham gia xét chon gid.

Thong tin chi tiét vé goi thau, vui long lién h¢ Trung tdm Cong nghé thong
tin - Luu trlt tai nguyén va moi truong (So 5, duong D11, KDC Chanh nghia,
phuong Chéanh Nghla thanh pho Thi Dau Mot, tinh Binh Duong), dién thoai:
0933.236.143 (ba: Tran Nguyén Tuyét Trinh) dé duoc huéng dén, cung cép thong
tin./.

Noi nhén: KT GIAM POC
- Nhu trén; A @
- Luu VT.




PHU LUC

KHOI LUONG CONG VIEC CAN THUC HIEN
(Kém Thong béo s6 4G5 /TB-TTCNTTLT ngay &L /M /2023
cua Trung tam Cong nghé thong tin — Luu trit tai nguyén va moi truong)

1. Théng tin dy an

Trung tdm cong ngh€ Thong tin - Luu trit tai nguyén va moi truong la don
vi su nghiép cong 14p thudc S& Tai nguyén va Moéi trudong. Trung tdm c6 chic
nang gitip Giam ddc S¢ Tai nguyén va Moi truong t6 chirc trién khai chién lugc
g dung va phit trién cong nghé thong tin; thu thap, quan 1y, khai thac va su
dung dir liéu vé tai nguyén va méi trudng trén dia ban tinh.

Trong nhitng ndm qua, thuc hién chiic nang nhiém vu duge giao, nham tng
dung cong ngh¢ thong tin vao hoat dng luu trir. Trung tdm, da thuc hign s6 hoa
tai liéu luu trir dé  dap Ung nhu cau trong bdi canh cach mang cong nghiép lan tha
4 (4.0), tai liéu sb hoéa duge tich hop, quan ly thong qua phan mém trén hé théng
méy chu; phin mém quan ly tai liéu luu Irlr - tai liéu dién tir (AIMS) chay trén
mang Internet theo tén micn: https://stnmt.binhduong.gov.vn:8083 dé phuc vu
viéc quan ly, khai thac st dung tai liéu luu trit v6i nhiéu tinh ning nhu:

- Chtrc ning Quén tri cho phép nha quan 1y phan quyén theo chiic trach,
pham vi khai théac tai li¢u; quan ly cac don vi tao dit liéu, ban quyén tai nguyén sd
cling nhu toan bo cic danh muc hé théng (danh muc kho, danh muc don vi, danh
muc loai van kién, danh muc phong luu trir,...): cling nhu cho phép nhiéu c4 nhan,
don vi khai thac trong cting thoi diém ma khong gdy bit cir ap luc nao (vé khong
gian, thoi gian, nhan lyc) cho bo phan luu trix, giam thiéu duoc thoi gian va nang
cao hiéu suit lao dong.

- Chire nang cép nhat thong qua kha néng ty dinh nghia cac truong thong
tin theo yéu cau quan ly; thém céc truong thong tin phit hop v6i ting loai hinh tai
li¢u;... cho phép nha quan ly, nguoi st dung cdp nhat dir liéu kip thoi véi sy gia
tang tai lidu luu trit va dam bao tinh nhét quan, toan ven ciia toan bd co s& dit lieu.

- Chirc nang khai thac thong tin cho phép ngum dung tra ctru, khai thac
ngay thong tin cap 1 cta tai liéu luu trit phit hop véi nhu cau cong tac bao gom ca
tra ctru don gian va nang cao; dam bao cho can bd luu trit xac dinh duoc vi tri
thuc ctia ho so trong kho khi can dbi chiéu véi hd so gbe va quan Iy duge nhu ciu,
muc dich khai thic tai liéu ctia cac ddi twong sir dung khac nhau thong qua viée
hinh thanh c4c trang thong tin riéng cho timg dbi twong khai théc tai liéu ma ¢ do
nha quan Iy, can bd luu trir ¢6 thé nhanh chéng duyét truc quan, xem chi tiét tung
vin béan trudce khi phuc vu nhu cau khai théc;

- Chtre néng bao quan cho phép can bo luu trit, nha quéan 1y quan ly toan b

hé thong gia ké theo so db thyc hay tao ra danh muc cac kho luu trit, cic gia ké
trong kho va gan cac nhin dé co thé quan ly theo nhom tai liéu:




nang

- Chtrc nang théng ké - in anv a céc chire nang khac cho phép can b luu
trlt, nha quan ly thong ké tinh hinh khai thac, bao quan tai liéu; 14p danh muc tai
liéu huy; xdy dung cac muc luc tai li¢u theo nhu cau cdng tac va nhiéu céc chirc

khac.

Tuy nhién, phdn mém duoc dau tu xay dung tir nam 2014 trong dy 4n 56
hoa tai licu luu trir dwge UBND tinh phé duyét dé cuong va du toan chi tiét ngay
02/10/2014. Tu do dén nay phan mém chua duoc déu tu nang cap lai. Do do,
phan mém dén thoi diém hién tai ¢6 nhiéu 13 hong bat cap. Cu thé, qua Béo cdo
danh gid an toan thong tin thang 12/2022 cua Vién théng Binh Duong (VNPT
Binh Duong) thi phan mém c6 nhiéu 13 hong dan t6i nguy co mét an toan thong
tin. Do vdy, can phai khic phuc nang cép, va 15i dé dam béo an toan, an ninh,
bao mat dir liéu ctia hé thong.

2. Yéu cau can khac phuc

Danh sach 1o e So Mikc d9 anh huéng
TT héne Miic do legng
Hé thong ton tai chirc nidng cho
phép ngudi ding bét ki trén hé
[AIMS] Nghiém thong upload file v6i dinh dang
1 | Unrestricted File iy 01 tuy y dan toi attacker c6 the
Upload e upload file dé chiém quyen diéu
khién hé thng, cai cim cac ma
doc 1én server.
Hé thong cho phép ngudi dung
c6 quyén thip c6 thé truy cap va
» | [AIMS] Broken Cao it thao tac v6i bt ky chirc nang
Access Control nao trén h¢ thong ké ca chuc
nang ctia Admin dé thyc hién tao
tac thém, sira, xoa dir liéu.
’ L5 hong cho phép nguoi ding
[AIMS] Account xac thuc bat ki thuc hién céc
3 Cao 01 o o : iy st .
Takeover chirc nang ctia nguoi dung quan
tri hé thong.
[AIMS] Trén hé thong ton tai chirc ning
2 | Arisifary File Cao 01 cho phép ngudi dung doc file thy
Read y trén server. Ké tén cong c6 thé
doc cic t€p nhay cam trén server.
[AIMS] Ung dung khéng c6 co ché han
Improper Trun ché nhiéu lan dang nhép that bai,
5 | Restriction of bi nhg 01 diéu nay khién cho ké tap cong
Excessive thue hién do tim mét khau bang
Attempts




cach thir nhiéu lan dang nhap
thong qua brute force attack.

[AIMS] Session

Hé thong khong thuc hién x6a/vo

Not Expired Thap 01 hiéu héa phién ngudi ding sau
After Logout khi thuc hién ddng xuat

H¢ thong website cho phép truy
[AIMS] Securty | Trng | g, | e o b
Misconfiguration | binh ® J sty d

khai thac thong tin dit liéu quan
trong
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