j \“Emall cntt-luutru. tnmt@bmhduong.gov.vn
/ Co quan: S¢ Tai nguyén va Moi truong,
iwse” Tinh Binh Duong

SO TAI NGUYEN VA MOI TRUONG CONG HOAXAHOICHUNGHIAVIET NAM
TINH BINHDUONG Poc lap - Tw do - Hanh phic
TRUNG TAM CONG NGHE THONG TIN -
LUU TRU TAINGUYEN VA MOI TRUONG

$6: 30/ TB-TTCNTTLT Binh Dutong, ngayolD thdng0h nam 2023

THONG BAO
V/v méi don vi bao gia dich vu cong nghé thong tin

Can c Luat PAu thau sé 43/2013/QH13 ngay 26 thang 11 ndm 2013;

Can cti Nghi dinh s& 63/2014/NDP-CP ngay 26 thang 06 nim 2014 cua
Chinh pht quy dinh chi tiét thi hanh mét s6 diéu ctia Lut déu thau vé lya chon
nha thiu;

Cin c Quyét dinh s6 46/QD-STNMT ngay 12/01/2023 cua So Tai nguyén
va Mai trudng vé viéc giao du toan thu, chi Ngan sach Nha nudc nam 2023 cho
Trung tdm Coéng nghé thong tin — Luu tri¥ tai nguyen va moi truong;

Can ctr Cong vin sé 1307/UBND-KT ngay 24 thang 03 ndm 2023 cta UBND
tinh vé viée cht truong thyuc hién du 4n phuc vu hoat dong nganh tai nguyén va moi
trudng;

Hién nay, Trung tim Céng nghé théng tin— Luu trif tai nguyén va moi truong
¢6 nhu ciu bao gid goi thiu dich vu cong nghé thong tin lam co s& phé duyét du
toan cta du an “Thué dich vu sao luu dit ligu truc tuyén nganh tai nguyén va moi

A
truong”, cu thé nhu sau: f</ TG
5 [cGNaHE
1. G6i thau: “Thué dich vu sao luu dit liéu truc tuyén nganh tai nguyén va \Lﬂ\ﬁm’w

A p 2
mol truong’. \\4/,, vw

2. Noi dung: Theo phu luc dinh kem.

3. Thoi gian thuc hién: 6 thang.

4. Ngudn von: Kinh phi khéng thuong xuyén nam 2023 cua Trung tdm
CNTT-LT TNMT

P& nghj cac don vi c6 nang luc va dip tng cac yéu cau ctia goi thiu néu trén,
c6 nhu cau tham gia vui long giri béo gia vé Trung tdm Cong nghé thong tin —
Luu trir tai nguyén va méi truong chim nhit vao lic 17 gio 00 phat ngay
29/5/2023 dé dugc tham gia xét chon gia.

Cac don vi mudn biét chi tiét v& goi thau, vui long lién hé Trung tdém Cong
nghé théng tin — Luu trir tai nguyén va moi truong (86 5, dudong D11, KDC Chanh
nghia, phudng Chanh Nghia, thanh phé Thu Dau Maot, tinh Binh Duong), dién
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thoai: 0946.865.579 (6ng: Lé Tran Hoai Nam) dé duoc huéng din, cung cip théng
tin./.

N]:Ir; nl:g‘i:z: KT. GIAM POC LV
- Nhu trén; A A i
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KHOI LUQONG CONG VIEC CAN THUC HIEN CUA DICH VU

PHU LUC

(Dinh kém Thong bdo s3> OL/TB-TTCNTTLT ngay5 /05/2023)
1. Céc hang muc chinh can thué; muc tiéu, ndi dung va quy md, pham vi,
dia diém va co quan sit dung dich vu

1.1. Céc hang muc can thué

STT

Tén hé thong/irng
dung

Mikc d9
quan
trong
ing
dung

Loai
may
chi

C#u hinh
may chit

Dung lwong da
sir dung

S6 hrong
may chi

OS Version

May chiit Veeam -
Backup

Cao

May chua

ao

CPU Intel(R)
Xeon(R)
5220 CPU
2.20GHz 2.19
GHz (4
processors) 4
Core, RAM
16Gb,

(”:)C:SOOGb
4 D: 700Gb

Windows
server 2016
standard

DMZ_Vilis

Cao

May chu
ao

CPU Intel(R)
Xeon(R)
5220 CPU
2.20GHz 2.19
GHz (4
processors),
22 cores,
RAM 32Gb,
02 port x
10GB

C: 500Gb
(31Gb)
D:2.5TB
(870Gb)

Windows
server 2016

standard
,_\. 9
f g -
e

DMZ-CSDL-SDE

Cao

May chi
ao

CPU Intel(R)
Xeon(R)
5220 CPU
2.20GHz 2.19
GHz (4
processors), 8
cores, RAM
32Gb, 02 port
x 10GB

C: 200Gb
(29Gb)
D: 1.6TB
(61Gb)

Windows \“
server 2016 ™ )
standard ;

DMZ-Hoso-SCAN

Cao

May chu
ao

CPU Intel(R)
Xeon(R)
5220 CPU
2.20GHz 2.19
GHz (4
processors),
10 cores,
RAM 24Gb,
02 x 10Gb

C: 200Gb
(47Gb)

E: 8.8 TB (NAS-
iSCSi)(11.1TB)

Windows
server 2016
standard

DMZ_ QLNguonthai

Cao

May chi
ao

CPU Intel(R)
Xeon(R)
5220 CPU
2.20GHz 2.19
GHz (4
processors), 4

1000Gb (20gb)

Ubuntu
22.04.1
AMD64bit
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cores, RAM
16Gb, 02 x
10Gb

DMZ _LUUTRU

CPU Intel(R)
Xeon(R)
5220 CPU
2.20GHz 2.19
GHz (2
processors), 4
cores, RAM
16Gb, 02 x
10Gb

C:166GB(46GB)

Windows
server 2016
standard

DMZ_Water 02

Cao

May chu
4o

CPU Intel(R)
Xeon(R)
5220 CPU
2.20GHz 2.19
GHz (4
processors),
12 cores,
RAM 24Gb,
02 x 10Gb

C:500Gb (16Gb) |

E:2.500Gb

Windows
server 2016
standard

DMZ Website 02

Cao

May chu
ao

CPU Intel(R)
Xeon(R)
5220 CPU
2.20GHz 2.19
GHz (4
processors), 4
cores, RAM
24Gb, 02 x
10Gb

C:500Gb (16Gb)
E:1.5TB

Windows
server 2016
standard

DMZ_GIADAT QH

May chi
ao

CPU Intel(R)
Xeon(R)
5220 CPU
2.20GHz 2.19
GHz (4
processors), 4
cores, RAM
16Gb, 02 x
10Gb

C:166GB(37GB)

Windows
server 2016
standard

10

Server 18.04

Cao

May cha
a0

CPU Intel(R)
Xeon(R)
5220 CPU
2.20GHz 2.19
GHz (4
processors),
16 cores,
RAM 36Gb,
02 x 10Gb

2TB (200Gb)

Ubuntu 18.04

11

DMZ DNS 01

May chu
ao

CPU Intel(R)
Xeon(R)
5220 CPU
2.20GHz 2.19
GHz (2

C:158GB(28GB)

Windows
server 2016
standard

N
O
W1



processors), 8
cores, RAM
36Gb, 02 x
10Gb

12

DMZ DNS 02

May chu
ao

CPU Intel(R)
Xeon(R)
5220 CPU
2.20GHz 2.19
GHz (2
processors), 2
cores, RAM
8Gb, 02 x
10Gb

C:158GB(28GB)

Windows
server 2016
standard

13

DB_LUUTRU

May chu
a0

CPU Intel(R)
Xeon(R)
5220 CPU
2.20GHz 2.19
GHz (2
processors), 4
cores, RAM
16Gb, 02 x
10Gb

C:166GB(46GB)

Windows
server 2016
standard

14

DB_SRV2

CPU Intel(R)
Xeon(R)
5220 CPU
2.20GHz 2.19
GHz (2
processors), 4
cores, RAM
16Gb, 02 x
10Gb

C:166GB(28GB)

Windows
server 2016
standard

L2

s ' '

Kién triic tong thé

Kién tric tong thé hé thong sao luu dit liéu
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V61 mo hinh backup 3-2-1, dit li¢u ctia S& Tai Nguyén va Méi Truong sé
dugc luu trir va sao luu nhu sau: 01 ban sao luu trén chinh thiét b luu trit te do
cao (HPE 3PAR va thiét bi NAS), 01 ban sao luu ra mét hé théng luu trir trén
thiét bi NAS dit tai trung tAm dir liéu du phong va cudi cling mot ban sao luu sé
duoc day 1én hé théng luu trit dir liéu cua nha cung cép dich vu. Nhu vay s& co6 3
ban sao luu dit liéu dit tai 3 noi khac nhau, viéc nay rat dam bao va an tdm khi
hé théng CNTT c6 su cb vé dit liéu.

1.3. Noi dung quy mé cong viée can thué

Theo théng ké tong dung luong cédc hé théng hién tai: 15000 GB. Do dung
lugng Trung tim dang tinh toén 1 dung lugng RAW trén cdc méy chi 4o, thuc té
cac may chi 4o dang khong chiém hét dung luong dugce cip nén tam thoi Trung
tam khong tinh du phong phat trién dir liéu hang nam.

Tén xuét thuc hién sao luu: 1 ngay 1 ldn
S6 luong ban Full backup: 1 ban tuong Gmg tan sudt 1 tudn/ 1 lan.

M5 hinh sao luu div liéu thuc té

{ Database, Applications, F:‘le\E
i g |
| ‘ i I
.

J

Vi

Backup DR

Switch HHEE

Level 2 - Capacity data

Data Center St TNMT 7 Disaster Recovery
o
ad
r
:: Internet
s Ee s ocisad
)

levei 3 - Object Starage

1.4. Pham vi, dia diém va co quan st dung dich vu

a. Pham vi thué thuc hién dich vu

Dich vy Thué dich vu sao luu dit liéu truc tuyén nganh tai nguyén va moi
trudng s& duoc thuc hién cho hé théng thong tin S& Tai nguyén va Mbi truong
Binh Duong.
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b. Dia diém thué thuc hién dich vy

S& Tai nguyén va Moéi truong tinh Binh Duong: Tang 9 - thap A, Toa nha
Trung tdm Hanh chinh tap trung tinh Binh Duong

c. Co quan sur dung dich vu

Trung tdm Cong nghé thong tin — Luu trit tai nguyén va moi truong.

2. Phuong an thuc hién sao luu khoi phuc dir liéu

Trong giai phap nay sé& st dung giai phap Veeam Backup & Replication hién
da trang bi dé sao luu dit lidu cho hé thdng cong nghé thong tin S¢ Tai Nguyén
va Méi Trudng tinh Binh Duong. Do viy sé& tiét kiém tdn dung t6i da hién trang
va t6i uu chi phi hon cho quy khach hang.

Ban luu trit ddu tién s& dat tai hé théng Storage chinh (Level 1 —
Performance), sau d6 duoc sao luu tur dong lap lich hang ngay sang hé thong
(Level 2 — Capacity data) dat tai trung tdm dir liéu dy phong bang dudng truyén
riéng toc d6 1Gbps. Viée nay dam bao thoi gian sao luu va phuc hoi duge dién ra
nhanh chéng. Ban sao luu tht 3 s& duoc day tu dong bang tinh ning trong bd gidi
phép Veeam Backup & Replication sang hé thong luu trit ctia nha cung cép dich
vu.

2.1 Mt s6 diéu kién dam béo

-01 VM cai Veeam Backup & Replication cu hinh: 8 vCPU, 8GB RAM,
200GB HDD.

-01 VM cai Veeam Backup Proxy Server cdu hinh: 8vCPU, 8GB RAM,
200GB HDD.

- License Veeam Backup & Replication: Tinh theo s luong Instances va
dung lugng File Share.

Mot s6 dic diém cta giai phap khi sir dung Veeam Backup & Replication
- Nén dir liéu

- Tu dong chay theo lich da lap

- Luu trit nhiéu phién ban

- Sao luu thay d6i, sao luu toan bd

- Quan tri tap trung

- M3 hoa dir liéu end-to-end

- Kho4 ban sao Iuu

2.2. Danh muc phuc vu gidi phap

- Thué hé thong luu trir Cloud Storage dung lugng: 15.000 GB
2.3. Yéu cau vé an toan bio méit thong tin, dir liéu

- An toan van hanh
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+ Véi muc tiéu han ché cdc rii ro trong qua trinh thuc hién thué dich vu
CNTT nhiam nang cao hiéu qua tng dung khi dua hé thong vao hoat dong thirc té
can thuc hién mot sé bién phép phong ngtlra sau:

+ Pbi voi don vi trién khai thué dich vu phai ¢6 phuong an tiép can cling
nhu ¢6 phuong an du phong dbi v6i nhan sy thuc hién dich vu tai don vi str
dung. Dic biét 12 nhan su ctia doi trién khai truc tiép tai don vi sir dung.

- Piéu kién dam bao an toan, an ninh théng tin

C6 chinh sach vé an toan, bao mat théng tin pht hgp véi quy dinh vé an toan,
bao mat hé théng cong ngh¢ théng tin ctia Nha nudc va quy ché an toan bao mat
thong tin cua co quan.

- An toan, an ninh hé thong mang trong qua trinh van hanh

+ Bao dam c6 bién phap k§ thuat cho phép kiém soét cac truy cap dbi véi hé
thdng mang;

+ C6 bién phép phat hién va phong chéng xdm nhép, phong chdng phat tin
ma doc hai (Ransomware) cho hé théng;

+ C6 chinh sach cap nhét dinh ky céc ban v4 16i hé thong, cap nhét cdu hinh
cho cac thiét bi;

+ Co bién phap bao dam an toan thong tin cho cc may tram khi két ndi vai
moi trudng mang;

+ Bao ddm an toan, an ninh vé mit vat ly tai vi tri dit cac hé théng may chu;

- An toan dir liéu

+ Bao dam c6 co ché bao vé va phan quyén truy cap dbi voi cac tai nguyén
co so dir liéu;

+ Ghi nhat ky ddi véi cac truy cdp co so dit lidu, cac thao tac ddi véi cdu
hinh co sé& dir liéu;

+ C6 phuong 4n sao luu dit liéu, biao dam khéi phuc dit liéu trong truong hop
can thiét;

+ Bado dam c6 thuét todn ma héa phi hgp yéu cdu bao dam tinh bi mat va
kha ndng xir ly cia hé théng;

+ Ra sodt, cdp nhat cac ban va, cac ban stra 16i hé quan tri co sd dit liéu theo
dinh ky va theo khuyén c4o ctia nha cung cap;

+ C6 cac giai phdp ngin chdn cac hinh thirc tin cong co sé dit liéu.

- Quan 1y su ¢b

+C6 quy trinh quan ly sy 6, trong d6 phai quy dinh rd trach nhiém ciia céc
b phan lién quan, chi tiét cac bude thuc hién bao gdm ca viéc théng bao Cha dau
tu cling nhu bd phan van hanh hé théng cong nghé thong tin; truong hop ha tang
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cong nghé thong tin duge thué ngoai thi don vi cung cép dich vu phai cung clp
quy trinh xtr Iy su cd.

+ Pinh ky ra so4t, cdp nhat cac su ¢b va phuong 4n xir ly cho quy trinh quan
ly su cd;

+ Ap dung céc giai phap k¥ thuat d& phat hién, xir 1y kip thoi cac cudc tan
cong vao hé théng mang;

+ C6 bién phap phong chong rii ro va tham hoa cong nghé thong tin mot
céch c6 hé théng nhadm han ché t6i da nhimng rti ro ctia hoat dong ctia co quan,
don vi trén moi trudng mang.

- bidu kién dam béo an ninh, qudc phong

- Cac diéu kién dam bao an ninh, quéc phong déu duge quan tdm dic biét. Cu
thé:

+Thiét bi CNTT cho thué dich vu sao luu, back up dit liéu phai dam bao an
ninh théng tin, khong co cac loai sdu gian di¢p, dugc dam bao vé cht lugng.

+ Nhitng thiét bi chinh phai dugc hang san xuét tai Viét Nam hodc dai dién
ctia hiing san xuét clia nudc ngoai tai Viét Nam xdc nhan 1a hang chinh hang, dugc
hd tro ki thudt va bao hanh, bao tri theo dang quy dinh cta hing san XUat.

+ Céc thiét bj déu phai dugc ra soat vé viéc ¢6 bi cai cim cac loai ma doc
gian diép trudce khi dua vao st dung tai/cho cac don vi. o

+ Céc ndi dung lién quan dén dir lidu “mat” déu duogc sir dung cdc bién phé.m@/;@é
bao mét dam bao khong dé 16, lot thong tin bi mét. NG TNV Z

AINGUYEN /.
ATRUGNG /.
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